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ABSTRACT

The fourth industrial revolution (Industry 4.0) has enabled the digitalization of almost all
technological processes. While industrial robots and systems communicate with each other
mainly through data transfer protocols, humans at the same time primarily play the role of
process observers. Initially, the development of data transfer protocols focused primarily on
speed and data quality, with minimal attention paid to cybersecurity. As more and more in-
dustrial devices share data with each other, it has become essential to ensure cybersecurity
during communication. This article briefly discusses the security of data exchange protocols
from this perspective. In recent decades, cyberattacks against industrial facilities have been
increasing, prompting the incorporation of various security methods into communication pro-
tocols. This article provides a review of studies conducted in recent years on how cyber-
security has evolved in industrial data transmission protocols and its impact on technological
processes. Additionally, the article explores how cybersecurity will influence the transition
to the fifth industrial revolution (Industry 5.0). The outcome of this research will highlight
how the addition of protective mechanisms to the data transmission protocols affects their
functionality and quality. It will also examine the challenges that arise during the integration
of security features into the data transmission protocols.

1. Introduction

With the development of information and communication technologies (ICT), it has
become possible to improve automation levels in industrial enterprises. Currently,
many manufacturing plants are implementing ICT to achieve full automation. Also,
to reach the level of Industry 4.0, a wide range of smart devices are deployed to gather
data and oversee the entire manufacturing processes. Initially, enterprise architecture
models were used to assess the alignment between business processes and IT
infrastructure. However, these are now increasingly utilized for cybersecurity analysis
within the organizations [1]. During the implementation of smart devices, it is
necessary to establish a data transmission infrastructure. Wired and wireless
transmission technologies for data exchange can be used. One of the key challenges
during data transmission is to ensure the transmission speed, integrity, and reliability
of the information. When analyzing the security of industrial control systems (ICS),
one of the key criteria is ensuring a secure transmission of data between devices [2].

Various industrial data transfer protocols, such as MQTT, Modbus, OPC UA,
S7CommPlus, and PROFIBUS/PROFINET, have been developed to ensure reliable
data transmission. While these protocols were designed for fast and accurate data
exchange between devices, they initially lacked built-in cybersecurity measures.
There are many additional protocols available; however, this article focuses only on
a few of them and further examines the development of cybersecurity in industrial
protocols. The article is divided into several sections: the first section describes the
areas in which data transmission protocols are used, the second provides an overview
of standards for defining and describing the protocols, and the third includes a
comparison of some protocols, focusing on how cybersecurity is implemented in each
of them.
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2. Modern industrial systems

This chapter discusses modern production systems and their

architecture through layers of communication. The automation

pyramid allows to describe these systems through five levels [3]:

1. Field level: various measuring instruments and actuators
are located at this level.

2. Control level: process control occurs and data is trans-
mitted between various devices, such as robots and pro-
grammable logic controllers (PLC).

3. Supervisory level: supervisory control and data acquisi-
tion (SCADA) systems and human-machine interfaces
(HMI) are located at this level.

4. Planning level: the entire process from components to
finished products is planned, using manufacturing ex-
ecution systems (MES).

5. Management level: a similar task is performed as at the
planning level but within the framework of entire corpora-
tions using enterprise resource planning (ERP) systems.
In his article, Matthew Gordon-Box [3] examined the levels

of industrial automation systems according to the ANSI/ISA-

95 standard, which is used for developing interfaces between

enterprises and control systems. He also presented the auto-

mation pyramid that shows the structure of industrial pro-

duction in the context of Industry 4.0.

One of the most important contents of the Industry 4.0
concept is data. Data needs to not only be collected and stored
but also analyzed to improve the functionality of the automa-
tion system. To properly understand and manage the produc-
tion processes, data must be transmitted without delays and
errors. Industrial data transmission protocols are used to
transfer data between devices, such as PLCs, robots, sensors,
and actuators. In this article, the data transmission protocols
at the control and supervisory levels are analyzed. As shown
in Fig. 1, data is transmitted between devices by using the
data exchange protocol (DEP) in multiple directions, for

example, between a PLC and a robot or between a PLC and
an HMI, and so on.

To visualize and monitor parameters in a web browser, it
is necessary to create HTML pages, with HTTP/HTTPS as
the primary protocol for data exchange between the browser
and the server. The server, in turn, processes the information
received from the client and converts it for transmission to a
controller or a robot using specialized industrial protocols,
such as Modbus and PROFINET.

For example, in his thesis, Tunkkari [4] discusses the
implementation of the Modbus protocol security using an
OPC UA server. The publication also provides a detailed over-
view of the structures of the Modbus and OPC UA protocols,
which can significantly simplify the development of web
applications for configuring communication with industrial
systems. Profanter et al. [5] compare the performance of
Industry 4.0 protocols: OPC UA, ROS, DDS, and MQTT.
They evaluate the protocols’ latency, throughput, and reliabil-
ity in industrial networks. The study highlights the strengths
and weaknesses of each protocol in the context of industrial
applications.

3. Overview of standards for industrial data
communication protocols

As there are many different standards on the structure and
security of industrial data communication protocols, the most
relevant ones in this context are outlined here. The IEC 61784
standard outlines the main criteria for data transmission pro-
tocols between devices. The main criteria of this standard
include fast and accurate data transmission between devices,
compatibility between various devices, real-time support and
scalability, naming a few.

As the control systems are getting more advanced and the
complexity of process control structures increases, cyber-
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Fig. 1. Example of three levels of data transfer in the automation pyramid.
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security becomes a critical challenge. Before the implemen-
tation of ICT in industrial enterprises, there were relatively
few cyberattacks. This was mainly because industrial enter-
prises operated mostly in local networks, and access to their
facilities was physically restricted. In their article, Hemsley et
al. [6] describe the history of cyberattacks on enterprises.
The history shows that the number of cyberattacks continues
to increase every year. For example, before 2009, three cy-
berattacks on industrial enterprises were documented: the
Maroochy Water Services Breach, the Night Dragon malware,
and the Stuxnet malware. Each of these posed a serious threat
to industrial systems and could have led to large-scale human
and environmental disasters.

To prevent cybersecurity issues and establish criteria for
creating a secure industrial environment, the IEC 62443 stan-
dard was published. The standard IEC 62443 defines security
requirements for automated systems, including physical pro-
tection of the automation devices, control systems, data trans-
mission networks, and other components [7]. This standard
offers guidelines for selecting suitable data transmission
protocols and includes recommendations for encryption, ac-
cess control, network scanning, and protection against cyber-
attacks.

In industrial automation and IoT (Internet of Things),
various protocols are used to transfer data between devices.
Each of them has its own features, advantages, and disadvan-
tages. In this article, we consider the main protocols and their
applications: MQTT, Modbus, OPC UA, S7CommPlus, and
PROFIBUS/PROFINET.

MQTT is a lightweight messaging protocol designed for
devices with limited resources and networks with low band-
width. It operates on the publish-subscribe model and uses a
broker to transmit messages between clients. It also supports
cybersecurity at the level of TLS/SSL encryption and authen-
tication. One of its drawbacks is the amount of data trans-
mitted. One of the key parameters of this protocol is the
quality of service (QoS), which is divided into three levels:
QoS 0 —message is delivered once without acknowledgment,
QoS 1 — message is delivered at least once with mandatory
acknowledgment, QoS 2 — message is delivered exactly once
using a two-step handshake, no duplicates [8].

The Modbus protocol was developed in 1979 to facilitate
communication between industrial devices. It uses a client-
server model and supports several physical layers (RS-232,
RS-485, TCP/IP). There are three different data transmission
formats in this protocol: Modbus RTU, Modbus ASCII, and
Modbus TCP/IP. Since the protocol was primarily designed
for data exchange between automation devices, it is now
supported by many companies and has low resource require-
ments. A drawback is that cybersecurity was not implemented
during the initial development of the protocol [9].

The OPC UA protocol is designed to ensure secure and
reliable data transmission while supporting a semantic data
model. The protocol includes built-in support for encryption
and authentication. Additionally, this protocol is compatible
with various operating systems [10].

S7CommPlus is a communication protocol used in
Siemens S7-1200 and S7-1500 series PLCs. It is an improved

version of the S7Comm protocol, which was used in earlier
models such as S7-300 and S7-400. Operating over TCP/IP,
S7CommPlus enables integration with industrial Ethernet
networks and SCADA systems [11].

The PROFIBUS (Process Field Bus) protocol was de-
veloped by Siemens AG for its SIMATIC controllers. It uses
a serial bus (RS-485) or optical cable and supports data
transfer speeds of up to 12 Mbps. With the advancement
of the internet and technologies, the PROFINET protocol was
created, which is based on the Ethernet (IEEE 802.3) stan-
dard. This allows for the use of standard network tech-
nologies, and the data transfer speed reaches 1 Gbps [12].

4. Analysis of the industrial data
communication protocols

In this section, a selection of data transfer protocols has been
analyzed to highlight their cybersecurity capabilities. For this
purpose, the following key security criteria were defined:

1. Data encryption

Authentication

Access control

Data integrity

Protection against attacks

An additional criterion was identified as compliance
with the IEC standards. Some protocols, such as MQTT and
S7CommPlus, do not have a separate IEC standard. For ex-
ample, the MQTT protocol does not have its own specific
standard, only the implementation documentation exists. In the
case of the S7TCommPlus protocol, the documentation is pro-
vided by Siemens.

The early versions of protocols generally did not include
security features, as these were primarily designed for closed
systems. The only protocol where security was considered
from the outset was the OPC UA protocol.

Since most of the industrial data transmission protocols
operate in the TCP/IP model, encryption, authentication, and
data integrity in many protocols are implemented using the
transport layer security (TLS) protocol.

Before the introduction of the TLS layer in the Modbus
protocol, authentication and authorization functions were not
fully implemented. The addition of TLS not only enabled the
use of these functions but also provided additional data pro-
tection through SHA-256 encryption [13]. In 2015, the SHA-3
encryption standard was adopted, including the functions
such as SHA-3-224, SHA-3-256, SHA-3-384, SHA-3-512,
SHAKEI128, and SHAKE256. Vandervelden et al. [14] ana-
lyzed the performance of various encryption methods on
resource-constrained devices and compared their efficiency
with SHA-2 algorithms. The results showed that SHA-3 con-
sumes more computational resources compared to SHA-2.
There is also the MBAPS (Modbus application protocol se-
curity) specification, which precisely outlines the security
measures that must be implemented at each level. It also
specifies which methods can be used when implementing the
protocol and which ones are not allowed.

In the MQTT v5.0 protocol specification, data access is
also secured through the TLS layer. However, data trans-
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Table 1. Comparison of characteristics of different data transmission protocols

Modbus/TCP Secure OPC UA MQTT PROFINET S7CommPlus
Data encryption TLS TLS TLS TLS Depends on version
Authentication TLS TLS TLS TLS TLS
Access control TLS TLS TLS VLAN Depends on version
Data integrity TLS TLS TLS TLS TLS
Protection against attacks TLS TLS TLS TLS TLS
Standards IEC 60870-5 1IEC 62541 Only specification IEC 61784 Siemens standard
Benefits Industrial protocol, Industrial protocol, IoT protocol, works | Industrial protocol, Industrial protocol

wide industry support | wide industry support, |with devices with wide industry support

high security limited resources

Shortages Cannot send a lot of | High resource Difficult to use in Requires specialized | Works with

data, limited security |requirements for use real-time industrial hardware Siemens devices,

features control, limited built- documentation is

in security not public

mission without cryptographic protection and encryption is
allowed, although it should be avoided. Alternative protec-
tion methods, such as virtual private networks (VPN), should
be used [15].

In some cases, such as in the S7CommPlus protocol, this
implementation depends on the version of the protocol itself
[16]. When transmitting data between Siemens devices, it is
recommended to choose the latest firmware version, as it in-
cludes all modern cybersecurity methods. However, there is
no option to select the version of the data transmission proto-
col, and you can use older versions of firmware when pro-
gramming PLCs.

Access control is typically implemented by using the role-
based access control (RBAC) and X.509 certificates. These
mechanisms are integrated into the TLS layer, although their
implementation may vary depending on the version. For ex-
ample, in the MQTT and S7CommPlus protocols, there is an
option to transmit the username and password in plaintext,
which is not a secure method for data transmission [17].

Table 1 above shows the differences between industrial
data transmission protocols, considering the five key criteria
defined previously. Additionally, the connection with the stan-
dards is shown. As can be seen in Table 1, a conclusion can
be drawn that most of the industrial data transmission pro-
tocols use similar solutions implemented at the TLS level,
which are compliant with the IEC 62443-3-3 security stan-
dard. Future research for our needs aims to identify which
protocols provide the most effective level of protection. Al-
though standards and specifications define the functions that
protocols should implement, it is important to seek optimal
implementations that balance speed, security, and load effi-
ciency.

4.1. Cybersecurity problems

As cybersecurity methods are added into data transmission
protocols, the size of the packets to be transmitted increases.
Without the protection layer, a packet can contain only the
destination address and the data itself. If the data in the packet
needs to be verified, a message authentication code (MAC)
is added to the packet. Authentication requires including

information for verifying authenticity, which can be en-
crypted, thus increasing the packet size and adding process-
ing demands. Access control lists (ACL) also contribute ad-
ditional data to the packet. Encrypting the data itself increases
the packet size due to additional metadata, such as the initial-
ization vector or padding. Each element that provides data
protection affects the packet size and complicates its process-
ing. The challenges that need to be considered are reduced
packet processing speed, increased time for encryption and
decryption, higher network bandwidth usage, increased
latency, and others.

One of the main challenges that needs to be analyzed and
solved when implementing cybersecurity measures is energy
efficiency. In automation environments with IoT devices,
processing secured packets can become overly complex and
resource-intensive for low-performance devices.

As there is a need for the development of a web-based
SCADA system for our research purposes, the key criterion
is the accuracy of the displayed data and its alignment with
the actual situation. It is crucial to ensure that no data is
lost or distorted during transmission between devices and
software. Additionally, the speed of data transmission be-
tween systems and devices must be considered, as it directly
affects operational efficiency. In Table 2, these challenges
are grouped together based on the cybersecurity method
used.

Since data must be protected by using various cyber-
security methods, it is necessary to analyze how well each
system component can handle security measures and how
security is implemented in the devices. In real-time systems,
where data is transmitted continuously, we need to ensure that
all data is moving without any errors or delays. Also, when
interacting with a robot, it is important to ensure the safety
of both the human operator and the equipment, so that data
from the controllers, sensors, and control systems can respond
effectively to any potential interference. Additionally, it is
necessary to assess how well the implementation of web-
based SCADA is suited for real-time operation and to evalu-
ate the impact of adding cybersecurity methods on the speed
of data transmission and processing.
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Cybersecurity method

Impact on packet size

Challenges in data transmission

Considerations for web-based SCADA

No protection layer

Smallest packet (only destination
address and data)

No authentication or encryption,
vulnerable to attacks

Data can be easily intercepted or
modified

(encrypted verification
data)

and encryption

introduce delays

MAC Increases packet size due to Additional processing for MAC Ensures data integrity but may slow
authentication data generation and verification down processing on devices with
limited resources
Authentication Adds extra data for authentication |Increased processing demand may | Ensures data integrity but may slow

down processing on devices with
limited resources

ACL

Adds additional metadata for
access control

More complex packet processing
may reduce speed

Helps restrict access to SCADA
systems, improving security

Data encryption

Increases packet size (includes
metadata such as initialization
vectors, padding)

Requires additional computational
resources, increases latency

Protects against data breaches but
affects real-time performance

Real-time constraints

All security measures add
processing overhead

May reduce transmission speed and
increase latency

Critical for SCADA systems to ensure
real-time data without errors or delays

Energy efficiency More security layers mean higher |IoT devices with low power may Must balance security with power
concerns energy consumption struggle with security processing efficiency for continuous operation
SCADA system Data must be protected without loss | Security layers can introduce errors | Ensures displayed data aligns with
accuracy or distortion or slow updates actual system status

Human and equipment
safety

Data from sensors and controllers
must be reliable

Security delays can impact response
times

Essential for robotic interaction and
industrial safety

Web-based SCADA
feasibility

Cybersecurity adds complexity to
implementation

Security features must not
compromise real-time operation

Needs careful evaluation of security
vs. system performance trade-offs

5. Conclusions

One of the criteria for secure production is the security of data
transmission between devices. In this article, five main data
protocols and their security implementations were analyzed.
The key conclusion is the continuous development of data
transmission protocols, accompanied by the integration of
advanced cybersecurity methods, such as authorization, au-
thentication, and encryption. To enhance information security,
a significant number of the examined protocols employ trans-
port layer security mechanisms, particularly the TLS proto-
col. By choosing the appropriate industrial data transmission
protocol and its implementation, before deploying it in pro-
duction, it is necessary to monitor how often the protocol is
updated and what methods are used to protect the data. In
larger industrial enterprises, outdated device firmware ver-
sions are often used, which may already contain vulnerabil-
ities.

In future research, it is necessary to investigate which
protocol implementations are suitable for creating web-based
SCADA systems. Additionally, it is important to analyze the
limitations of each protocol and determine which one is best
suited for Industry 5.0 purposes.
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Ulevaade tddstuses kasutatavate andmeedastusprotokollide

kUberturvalisuse arengust

Sergei Ponomar ja Martin$ Sarkans

Neljas to0stusrevolutsioon (Té6stus 4.0) on vdimaldanud digitaliseerida pea kéik tehnoloogilised protsessid.
Kui tédstusrobotid ja -stisteemid suhtlevad omavahel peamiselt andmeedastusprotokollide kaudu, siis ini-
mesed tegutsevad eelkdige protsessi vaatlejatena. Esialgu keskenduti andmeedastusprotokollide arendami-
sel peamiselt kiirusele ja andmete kvaliteedile, podrates kliberturvalisusele minimaalselt tdhelepanu. Kuna
Uha rohkem t66stusseadmeid vahetab omavahel andmeid, on muutunud oluliseks tagada sidepidamise ajal
kuberturvalisus. Artiklis kasitletakse IUhidalt andmevahetusprotokollide turvalisust sellest vaatenurgast.
Viimastel aastakiimnetel on t6dstusrajatiste vastu suunatud kiiberriinnakud sagenenud, mis on ajenda-
nud erinevate turvameetodite lisamist sideprotokollidesse. Artiklis antakse llevaade viimaste aastate uurin-
gutest, mis kasitlevad to0stuslike andmeedastusprotokollide kiberturvalisuse arengut ja selle méju tehno-
loogilistele protsessidele. Lisaks uuritakse, kuidas kuberturvalisus mdjutab Uleminekut viiendale t86stus-

revolutsioonile (Toostus 5.0).

Uurimistulemused toovad esile, kuidas kaitsemehhanismide lisamine andmeedastusprotokollidele méju-
tab nende funktsionaalsust ja kvaliteeti. Samuti uuritakse probleeme, mis tekivad turvaelementide integree-

rimisel andmeedastusprotokollidesse.



https://doi.org/10.1201/9781420041682
https://doi.org/10.1109/SE4SG.2012.6225723
https://doi.org/10.1109/SE4SG.2012.6225723
https://doi.org/10.1109/SE4SG.2012.6225723
https://doi.org/10.1109/WFCS57264.2023.10144251
https://doi.org/10.1109/WFCS57264.2023.10144251
https://doi.org/10.1109/WFCS57264.2023.10144251
https://doi.org/10.1109/TIE.2009.2017098
https://doi.org/10.1109/TIE.2009.2017098
https://doi.org/10.1109/TIE.2009.2017098
https://doi.org/10.3390/s22208024
https://doi.org/10.3390/s22208024
https://doi.org/10.3390/s22208024
https://doi.org/10.1016/j.future.2021.09.042
https://doi.org/10.1016/j.future.2021.09.042
https://doi.org/10.1016/j.future.2021.09.042
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
https://doi.org/10.1016/j.ijcip.2021.100470
https://doi.org/10.1016/j.ijcip.2021.100470
https://doi.org/10.1016/j.ijcip.2021.100470

