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Abstract. The increasing reliance on digital technologies, including the rapid development 
of artificial intelligence (AI), has equipped autocratic regimes with more powerful tools 
than ever to manipulate information and extend societal control both domestically and 
internationally. Likewise, the European Union (EU), its Member States, and partners have 
faced a rise in hybrid campaigns, including hostile information manipulation aimed at them. 
The ability to conduct large-scale disinformation campaigns to destabilize democratic 
nations, foster polarization, spread radical propaganda, provoke crises, and interfere in 
elections has underscored the need for effective countermeasures to protect democratic 
societies from malicious interference in the information environment. Simultaneously, 
there is an ongoing debate among democratic countries about whether and to what extent 
certain restrictions on freedom of speech are justified on public safety grounds. Based on 
comparative document analysis, this paper examines the challenge posed by digitally enabled 
security threats to democratic societies. It identifies four normative pillars to safeguard the 
EU’s information environment, using the EU as a specific case study. From this perspective, 
the article contributes to understanding a novel, fast-changing aspect of the EU’s security 
agenda through the normative power of its internal market regulations.
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1. Introduction

The recent European internal security strategy (European Commission 2025a) 
identifies election interference, foreign interference, and information manipulation 
(FIMI), including disinformation, as key elements of intensified hybrid campaigns 
targeting the European Union (EU), its Member States, and partners. Russia, in 
particular, and China are noted for having heightened their information influence 
efforts targeting the EU and its strategic neighborhood over the past decade (see, 
among others, Kokalari and Yeung 2024, Kondratov and Johansson-Nogués 
2022, Laurinavičius 2018, Loik and Madeira 2021). The strategy emphasizes that 
“some of the most serious hybrid threats jeopardizing the security and safety of 
people in Europe and targeting the EU’s democratic sphere occur online, including 
illegal activities and illegal content, information manipulation involving artificial 
amplification, misleading information, and FIMI” (European Commission 2025a: 
11, 14‒15). Therefore, and based on several related studies (see, among others, 
Bayer 2024, Brattberg and Maurer 2018, Husovec 2024, Jungherr 2024, Jungwirth 
et al. 2023, Peukert 2024), this article poses the following research questions:  
RQ1: What are the digitally enabled security threats to democratic societies?  
RQ2: What are the main normative and regulatory measures in place to safeguard 
the democratic information environment in the EU? RQ3: What are the primary 
benefits, limitations, and dilemmas of the EU’s normative approach to protecting the 
information environment from a security perspective?

Addressing these research questions should contribute to understanding emerg
ing yet rapidly evolving themes in the EU’s security agenda, primarily through the 
normative influence of its internal market regulatory powers. Based on a document 
analysis, this paper examines digitally enabled security threats to democratic 
societies. It examines normative policy measures established to protect the EU’s 
information environment as a specific case study of resilience-building against hybrid 
threats. Following that, the article highlights the challenges of ensuring security 
and democratic governance in the European Union’s information environment. 
In the document analysis, the following EU legislation was examined: Charter 
of Fundamental Rights of the European Union (CFR), General Data Protection 
Regulation (GDPR), Digital Services Act (DSA) and Digital Markets Act (DMA), 
the EU Artificial Intelligence Act, European Media Freedom Act (EMFA), and 
Council Regulation (EU) No 833/2014 on EU restrictive measures (sanctions) and 
its extensions.

The article is divided into three main sections, each addressing aspects of security 
and EU regulatory measures related to democratic processes and the information 
environment. The first section focuses on digitally enabled security threats to 
democratic processes and introduces the concept of hybrid threats. It examines 
the foreign information manipulation and interference (FIMI) domain as defined 
by the EU, along with the spread of online terrorist propaganda, radicalization, 
and recruitment, all of which present significant challenges to societal stability. 
The second section outlines the key binding normative measures that regulate  
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the functioning of the information environment within the EU. The third section 
examines the primary benefits and limitations of the EU’s normative model 
compared with the U.S. approach to freedom of speech, particularly with respect 
to safeguarding the information environment against targeted manipulation from 
a security perspective. The paper concludes by highlighting some dilemmas that 
emerge when balancing security concerns with the protection of fundamental rights 
in the digital information environment.

2. Digitally enabled security threats to democratic processes

2.1. Hybrid threats as a framing concept

Autocratic regimes use digital technology to carry out large-scale disinformation 
campaigns aimed at destabilizing liberal democracies by creating polarization, 
deepening crises, and interfering in free elections (see, among others, Kondratov 
and Johansson-Nogués 2022, McKay and Tenove 2020, Miller and Vaccari 2020, 
Schirch 2021, Urman and Makhortykh 2024). Wardle and Derakshan (2017: 20) 
explain that disinformation is a type of false information deliberately created to 
harm a person, social group, organization, or country. Disinformation should be 
distinguished from misinformation, which is false but not created with harmful 
intent, and malinformation, which is based on reality but used to inflict harm on 
individuals, organizations, or countries. Therefore, disinformation is intentionally 
false or misleading information that serves the motives of its creator or distributor. 
Analytically, disinformation is also the most difficult to detect because it often 
combines half-truths, half-lies, manipulated context, and other targeted, misleading 
elements.

The key difference among these types of information is the communicator’s 
intent. Misinformation is defined as unintentionally false or misleading information, 
often “produced” in social communication for various reasons. Malinformation 
involves an intent to harm someone. Examples include “leaks” and “revelations” 
that can damage specific individual(s) or group(s), as well as targeted hate speech. 
Malinformation can also be used to damage the reputation and position of business 
competitors or political opponents. Therefore, while disinformation is most often 
discussed in EU documents, it is also important to recognize the destabilizing 
risks associated with the large-scale spread of misinformation and malinformation, 
particularly during crises. In addition, as Dorosh et al. (2021) argue, the impact of so-
called post-truth politics in hybrid information influence activities is also remarkable.

In international security relations, specially designed informational influence 
activities are used to achieve objectives related to the targeted country’s political 
decisions. Because of their strategic nature, active hostile influence activities and 
foreign interference are classified as hybrid threats in the EU (see European External 
Action Service 2022: 5, 14, also European External Action Service 2023, 2024, 
2025). The development of information technology has created new opportunities 
for these activities, both in terms of quantity and quality, at relatively low cost. 
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According to Jokinen et al. (2022: 7‒8), the landscape of hybrid threats can be 
viewed as a continuum that includes conditions of “influencing, interference and 
warfare aimed at priming, destabilization or coercion by the hybrid threat actor of 
the targeted society.” Hybrid operations may follow a specific timeline and occur 
simultaneously across different domains in an orchestrated manner. As Jokinen et al. 
(ibid.) also highlight, the key is to maximize the desired impact on the target while 
minimizing risks and costs to the hostile actor. A hostile actor, driven by particular 
interests, allocates resources against the target country to fragment, polarize, and 
destabilize it. If successful, the attacker aims to exploit the resulting instability further 
and provoke escalations and crises, during which new opportunities to influence 
the target country’s decision-making processes may emerge. To hide their hostile 
activities, various proxy actors are often employed.

The EU has defined hybrid threats as follows:

“[A] mixture of coercive and subversive activity, conventional and 
unconventional methods (i.e., diplomatic, military, economic, technological), 
which can be used in a coordinated manner by both state- and (or) non-state 
actors to achieve specific objectives while remaining below the threshold of 
formally declared warfare. […]

[Hybrid tactics] exploit the vulnerabilities of the target and generate 
ambiguity to hinder decision-making processes. Massive disinformation 
campaigns, using social media to control the political narrative or to radicalize, 
recruit, and direct proxy actors, can be vehicles for hybrid threats.” (European 
Commission 2016: 2)

It is important to note that this definition is legally non-binding but, in this form, 
expresses the conceptual understanding of the nature of hybrid threats and their main 
components communicated at the European Union level.

Digital developments, by changing how information is shared and how social 
interactions occur, have increased the interconnectedness of key societal systems. 
Addi tionally, digital infrastructure has created new opportunities as well as vulne ra
bilities that are targets of the rising challenge of offensive cyber (see Katagiri 2025). 
The use of automated accounts and algorithms has accelerated data collection, 
enabled more nuanced audience analysis, and improved dissemination methods, 
making it appear that information is shared or engages a larger online audience than 
it actually does (Palmertz 2021: 113‒114). Furthermore, the rapid development of 
disruptive technologies, including the emergence of artificial intelligence (AI)-based 
applications, has enabled autocratic regimes to possess a wider range of tools than 
before for manipulating information and maintaining social control domestically. 
They can also disseminate their strategic narratives to different target audiences 
abroad (see, among others, Duffy and Harbath 2024, Easterly et al. 2024, Hunter 
2024, Mazzucchi 2022, Zygar 2024). Strategic narratives can also be bolstered 
through intimidation, which involves dehumanizing, polarizing, and destabilizing 
opponents by exploiting societal vulnerabilities to the extent that it enables successful 
power projection. Therefore, protecting the information environment is an important 
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component of a country’s security system that also serves as an early-warning tool 
for identifying potential hostile intentions.

Foreign information manipulation and interference (FIMI), combined with 
cyber  attacks, are forms of hostile hybrid activities (see European Commission 
2023, 2024) for which countermeasures against risks and threats must be considered 
within a broader set of policies and strategies against hybrid threats (see European 
Commission 2016). As described in the European External Action Service’s (EEAS) 
Report on Foreign Information Manipulation and Interference Threats, FIMI describes 
a pattern of behavior that threatens or could negatively affect values, procedures, and 
political processes. Such activity is manipulative, intentional, and coordinated. It is 
carried out by state or non-state actors, including their proxies inside and outside their 
territory (European External Action Service 2024: 4). It also involves manipulative 
interventions in democratic elections and the spread of targeted, cyber-enabled, and 
increasingly faster AI-powered disinformation campaigns designed to influence 
groups to act in ways that harm national security, public order, and legal frameworks. 
Addressing various FIMI threats requires multilevel, multisector cooperation across 
regulatory, institutional, and societal domains, including active participation from 
universities and the private sector to develop technological and socially acceptable 
solutions for effective resilience-building.

2.2. Terrorist propaganda, online radicalization and recruitment

Different crises, armed conflicts, and wars, whether they are close to the European 
Union or in more distant regions, create conditions for the radicalization and 
extremist networking of various groups. As the annual European Union Terrorism 
Situation and Trend Report (TE–SAT) warns (Europol 2023: 74), the emerging and 
long-lasting conflicts will continue to impact terrorism and violent extremism in EU 
countries. As Kaunert et al. (2020) observed, the large-scale refugee crisis of 2015 
caused a new wave of far-right extremism and terrorism in the European Union. 
Terrorists will continue to exploit instability and weak governance in some countries 
in Africa, the Middle East, and Central Asia, as well as in other conflict zones, to 
fuel their narratives and reach out to more supporters, while also strengthening their 
capabilities. It is nearly certain that the growth of radical and extremist networks 
outside of Europe increases their ability to recruit new followers and carry out actions 
within EU Member States. Due to the ongoing Russian war of aggression against 
Ukraine, the TE–SAT report (ibid.) highlights that coordinated disinformation 
and distorted narratives related to the war are likely to be used by various violent 
extremists and terrorists to polarize further and radicalize societies, improve their 
media strategies to spread violent propaganda, and attract potential new followers.

The European internal security strategy highlights the need for stronger educa
tional foundations and skills to help individuals and societies become more resilient 
to misinformation, disinformation, radicalization (both offline and online), and 
recruitment into criminal and terrorist activities (European Commission 2025a: 
14‒15, 22). The strategy also emphasizes that terrorists and violent extremists 
actively use different online platforms to spread harmful content and recruit 
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(European Commission 2025a: 23). Minors, as vulnerable users, are particularly at 
risk of online radicalization at an alarming rate. Evidencing this concerning trend, 
the TE–SAT 2025 informs (see Europol 2025: 10) that the number of minors and 
young people involved in terrorist and violent extremist activities continued to grow 
across the EU in 2024 – out of 449 suspects arrested that year, 133 were between 
12 and 20 years old, accounting for more than 29% of the total number of suspects 
arrested for terrorism-related offences. The youngest offender arrested for planning 
to commit a terrorist attack was only 12 years old. To counter online radicalization, 
the Terrorist Content Online Regulation (2021) has been a key tool for limiting the 
spread of terrorist content and enabling the rapid removal of the most dangerous 
materials. By December 31, 2024, a nominal 1426 such removal orders had been 
issued, mostly targeting Jihadist terrorist content but also content from right-wing 
terrorists, as the strategy details (European Commission 2025a: 23). The following 
chapter outlines and explains the main binding norms in European Union law, which 
aim to prevent the security threats described in the information environment (see 
also the summary in Appendix 1).

3. Normative measures regulating  
the information environment in the EU

3.1. Principles of the Charter of Fundamental Rights

The Charter of Fundamental Rights of the European Union (CFR) (2012) defines 
core values protected by EU law, such as the right to personal data protection 
(Article 8), freedom of expression and information (Article 11), non-discrimination 
(Article 21), and limits on rights and freedoms to protect others’ rights and freedoms 
(Article 52). As a key part of EU primary law, the CFR sets the main framework 
for the Union’s secondary law, including directives and regulations. Specifically, 
Article 8 affirms everyone’s right to the protection of their personal data, which 
must be processed fairly for specific purposes, based on the person’s consent or other 
legitimate basis. Individuals have the right to access data collected about them and 
to have it corrected if needed. An independent authority also oversees personal data 
protection rules. Article 11, which addresses freedom of expression and information, 
affirms the right of everyone to hold opinions and to receive and share information 
and ideas without interference from public authorities, regardless of borders. It also 
stresses that media freedom and pluralism must be respected.

Article 21 of the CFR prohibits discrimination based on sex, race, color, ethnic or 
social origin, genetic features, language, religion or belief, political or other opinions, 
membership in a minority group, property, birth, disability, age, or sexual orientation. 
Article 24 protects the rights of children, who are an especially vulnerable group.  
It highlights that in all actions involving children, whether by public authorities 
or private institutions, the child’s best interests must be a primary consideration.  
To clarify the scope of protected rights, Article 52 states that any limitations on the 
CFR must be established by law and preserve their essential nature. Importantly, 
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in line with the principle of proportionality, such limitations may be imposed only 
if necessary and serve objectives of general interest recognized by the EU, or are 
required to protect the rights and freedoms of others. Thus, freedom of speech is not 
absolute under European law; it is constrained by the rights and freedoms of others, 
as set out in the CFR.

3.2. General Data Protection Regulation

The General Data Protection Regulation (GDPR) (2016), which has been in effect 
across all EU Member States since May 25, 2018, sets detailed rules for processing, 
storing, and transferring personal data to safeguard individuals’ fundamental rights 
in the EU and the European Economic Area (EEA). GDPR applies to both automated 
and non-automated processing of personal data stored in a filing system, with 
exceptions for personal, household, or public security activities. It covers processing 
by entities inside or outside the EU that offer goods and services. The core principles 
of the GDPR state that data must be processed lawfully, transparently, for specific 
purposes, and in accordance with data minimization rules. It ensures that data sub
jects have the right to know whether their data is being processed, to access it, to 
correct inaccurate data, and to have it deleted (the “Right to be Forgotten”) under 
certain conditions. Crucially, data subjects can also limit how their data is processed, 
object to data processing, including direct marketing, and have the right not to be 
subject to decisions based solely on automated processing.

The GDPR emphasizes the importance of implementing technical and 
organizational measures (such as encryption, pseudonymization, and regular security 
assessments) to reduce the likelihood and impact of breaches. For controllers and 
processors, the GDPR requires them to ensure security and report breaches within  
72 hours, conduct data protection impact assessments (DPIAs) for high-risk pro
cessing, and appoint a Data Protection Officer (DPO) for certain activities. Sensitive 
data categories (such as health, biometric, and genetic data), as well as the processing of 
children’s data, require additional protection. The GDPR also mandates that personal 
data transferred outside the EU remains protected. Such transfers are permitted only 
if the recipient provides an adequate level of protection or if appropriate safeguards 
(e.g., binding corporate rules and standard contractual clauses) are in place. Under 
Article 83, failure to comply with data protection rules can result in administrative 
fines of up to €20 million or 4% of annual global turnover.

3.3. Digital Services and Digital Markets Acts

3.3.1. Digital Services Act

The Digital Services Act (DSA) was adopted in 2022 to standardize the conditions 
for providing intermediary services, especially those called “mere conduit,” 
“caching,” and “hosting” services, through proportionate mandatory rules across the 
EU’s internal market. Its goal is to enable service providers to benefit from the internal 
market while creating more options for the “recipients of the services” – business 
users, consumers, and others (Article 1). As stated in Article 2, the DSA applies 
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to technology-neutral intermediary services offered to recipients with their place 
of establishment in the Union, regardless of the providers’ place of establishment.  
The Act highlights that Very Large Online Platforms (VLOPs) and Very Large  
Online Search Engines (VLOSEs) pose specific risks related to the spread of illegal 
content and societal harms. Accordingly, the DSA permits the introduction of special 
rules for platforms that serve more than 10% of the EU’s 450 million consumers.1

Under Article 34, providers of such services must diligently identify, analyze, and 
assess any systemic risks in the Union stemming from the design or functioning of 
their service and its related systems, including algorithmic systems, or from the use 
made of their services; incorporate proportionate mitigation measures (Article 35); 
and have crisis response responsibilities in front of the European Commission 
(Article 36). The European Commission (2025a: 15) emphasizes that effective 
enforcement of the DSA is crucial to maintaining a safe online environment that 
is resilient to hybrid threats. To ensure a safe, predictable, and trustworthy online 
environment, the concept of “illegal content” (the dissemination of which should 
be limited) should broadly align with existing offline rules, e.g., illegal hate speech 
or terrorist content. “Dissemination to the public,” as defined in the DSA, refers 
to information being made readily accessible to a potentially unlimited number of 
people, i.e., without further action on their part beyond what is required to receive 
the service. Alternatively, when access to information requires registration or group 
attendance, the information should be considered shared with the group only when 
recipients of the service seeking access are automatically registered or admitted 
without human discretion or selection in who is granted access. The latter means that 
communication methods, such as emails or private messaging services, are outside 
the scope of the DSA. Article 14 states that providers of intermediary services must 
include information in their terms and conditions about any restrictions they impose 
on the use of their service concerning information provided by users, including 
measures and tools used for content moderation, and must inform users when 
changes are made.

Additionally, providers of online platforms shall not design, organize, or operate 
their online interfaces in a way that deceives or manipulates users, or otherwise 
significantly distorts or hampers their ability to make free and informed decisions 
(Article 25). Furthermore, as specified in Article 18, when a service provider becomes 
aware of information that gives rise to a suspicion that a criminal offense involving 
a threat to someone’s life or safety has occurred, is occurring, or is likely to occur, 
they must promptly notify the appropriate law enforcement authorities. When an 
online platform is accessible to minors, suitable and proportionate measures should 

1	 Very Large Online Platforms (VLOPs) and Very Large Online Search Engines (VLOSEs) supervised 
by the European Commission are (as of July 28, 2025): AliExpress International (Netherlands) 
B.V.; Amazon Services Europe S.à.r.l.; Apple Distribution International Limited; Aylo Freesites 
Ltd.; Booking.com B.V.; Google Ireland Ltd.; Infinite Styles Services Co., Ltd.; LinkedIn Ireland 
Unlimited Company; Meta Platforms Ireland Limited (MPIL); Microsoft Ireland Operations Limited; 
NKL Associates s.r.o.; Pinterest Europe Ltd.; Snap B.V.; Technius Ltd.; TikTok Technology Limited; 
Twitter International Unlimited Company (TIUC); Whaleco Technology Limited; WebGroup Czech 
Republic, a.s.; Wikimedia Foundation Inc.; Zalando SE (European Commission 2025b).
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also be implemented to ensure a high level of privacy, safety, and security for minors 
(Article 28). Also, when users frequently upload or post clearly illegal content on  
a platform, the service provider should suspend those users (Article 23). Under 
Article 74, if a very large online service provider subject to the DSA fails to comply 
with the DSA, it may be fined up to 6% of its total worldwide annual turnover.

3.3.2. Digital Markets Act

The Digital Markets Act (DMA), adopted in September 2022 and coming into 
force in May 2023, aims to create fairer, more competitive digital markets by 
comprehensively regulating the influence of large digital platforms that provide core 
platform services, termed gatekeepers. As stated in Article 1, the regulation applies 
to core platform services offered by gatekeepers to business users established in the 
EU or end users located in the EU, regardless of where the gatekeepers are based or 
what law governs the service. A small number of large undertakings that provide core 
platform services – such as online intermediation, search engines, social networking, 
and video-sharing platforms – and sometimes control entire platform ecosystems, 
have gained significant economic power (Article 3). This dominance has led to rapid, 
potentially far-reaching reductions in choice for both businesses and end users, with 
gatekeepers leveraging their position to require dependent businesses to use their 
other services, preventing the installation of third-party software (see Articles 5–7).

As outlined in Article 5, gatekeepers should not misuse their position of direct 
access to large amounts of data, such as collecting end users’ personal data directly 
for online advertising when users access third-party websites and apps. Additionally, 
there should be greater transparency about what data is collected and how it is used 
for online advertising, making it clear what consenting to data collection entails 
and allowing users to withdraw their consent at any time (Article 5). As set out in  
Article 13, core platform services should not be fragmented or split through contracts, 
technical measures, or other means to circumvent the quantitative thresholds for 
gatekeepers in the regulation; similarly, any planned mergers intended to increase 
concentration must be reported to the European Commission (Article 14). Under 
Article 24, in urgent cases where there is a risk of serious and irreversible harm to 
business or end users, the Commission may issue an implementing act containing 
interim measures against a gatekeeper based on a preliminary finding of a violation 
of Article 5, 6, or 7. As specified by Article 30, failure to comply may result in a fine 
up to 10% of the gatekeeper’s total worldwide turnover in the following year, or up 
to 20% if non-compliance occurs within the past eight years.

3.4. EU Artificial Intelligence Act

To address the rapid global development of artificial intelligence (AI), the 
European Commission released in 2020 the “White Paper on Artificial Intelligence – A 
European approach to excellence and trust.” The white paper proposed policy options 
to promote the adoption of new technologies and mitigate perceived risks associated 
with their deployment, thereby enabling the EU to maximize the potential benefits 
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of AI, develop European AI, and shape global AI standards. The paper’s goal was 
to ensure that the deployment of new data-processing and autonomous technologies 
does not compromise fundamental rights and European values. However, von Essen 
and Ossewaarde (2023: 389) argue that the European Commission does not provide 
a clear framework for achieving these goals; rather, this approach should be seen as 
a strategic message to build trust in AI adoption. Therefore, while the white paper 
addresses concerns about algorithmic discrimination and dataveillance (European 
Commission 2020: 11), and the accompanying “Ethics Guidelines for Trustworthy 
AI” stress that AI systems should not undermine democratic processes (AI HLEG 
2019: 11), neither document at that time fully addressed the potential scale of AI 
misuse in informational influence activities.

The EU Artificial Intelligence Act (2024) came into effect in August 2024, with 
provisions gradually implemented over the following years. It creates a uniform 
regulatory framework for providers and users of AI systems across the EU. To en
sure it remains future-proof, the Act is technology-neutral. The regulation applies 
to AI system providers regardless of whether they are based in the Union or in  
a third country, or whether the system deployers are established within the EU.  
The definition of an “AI system” in the regulation highlights systems’ capabilities 
to: (i) produce outputs that can influence physical and virtual environments and 
(ii) develop models, algorithms, or both, from inputs or data (Article 3). Article 4 
states that, to maximize benefits from AI systems, providers, deployers, and affected 
individuals should possess sufficient AI literacy to make informed decisions about 
such systems. The regulation sets rules on how AI systems used in the EU must 
conform with the Union’s values of health, safety, transparency, traceability, and 
fundamental rights, including democracy and the rule of law. Additionally, as 
provided in Article 14, all AI systems must be subject to human oversight to mitigate 
the risk of harmful outcomes arising from their use or operation.

The Act classifies AI systems by risk level ‒ unacceptable, high, limited, 
or minimal. AI systems that pose unacceptable risks, such as those that enable 
cogni tive-behavioral manipulation, social scoring, biometric identification, or 
the categorization of people, are prohibited (Article 5). The obligations for other 
AI systems depend on their risk level. Article 9 requires that all high-risk systems 
undergo assessment before being marketed and throughout their lifecycle. Article 10 
specifies how datasets should be used in the development of high-risk AI, and Article 
15 mandates that high-risk AI systems must be designed to be resilient against 
cyber  security risks. As stated in Article 51, general-purpose AI models, such as 
large language and multimodal models, are not classified as high-risk, but must still 
meet transparency requirements and comply with EU copyright law. This includes 
disclosing when content is generated by AI, designing the model to prevent the 
creation of illegal content, and publishing summaries of copyrighted data used for 
training (Article 50). If the development or use of a general-purpose AI model poses 
systemic risk or could cause a serious incident, the provider must, without undue 
delay, monitor the incident and report relevant information and potential corrective 
actions to the relevant authorities (Article 56). Non-compliance with the regulation 
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may result in administrative fines of up to 35 million euros or 7% of the company’s 
total worldwide annual turnover, as outlined in Article 99.

3.5. European Media Freedom Act

Section 4 of the European Media Freedom Act (2024), effective from August 2025, 
emphasizes that the internal market for media services is not sufficiently integrated 
and suffers from several market failures that have worsened due to digitalization. 
Global online platforms serve as gateways to media content, with business models 
that often disintermediate access to media services, thereby increasing the spread of 
polarizing content and disinformation. Moreover (ibid.), the effective functioning 
of the internal market for media services is also challenged by providers, including 
those controlled by certain third countries that systematically spread disinformation, 
manipulate information, and interfere in, using internal market freedoms for abusive 
purposes. Therefore, Section 6 highlights the need for stronger cooperation among 
national regulatory authorities. Such cooperation is intended to prevent media market 
participants across sectors from benefiting from the EU’s internal media market if 
they systematically spread disinformation or manipulate information.

The possible risk for public security posed by media services outside the EU, as 
outlined in Section 47 of the European Media Freedom Act (EMFA), may include 
inciting terrorism or conducting systematic international campaigns of foreign 
information manipulation and interference (FIMI) aimed at destabilizing the EU 
or specific Member States. In this context, as Section 48 notes, it is essential to 
coordinate national measures to address security threats posed by media services 
outside the EU that target audiences within the EU. These security risks should be 
evaluated at both the EU and national levels, including the manner in which the 
media service is disseminated or received within EU territory. Section 49 further 
states that to help national regulatory authorities protect the internal media market 
from rogue service providers, the independent European Board for Media Services, 
which is composed of senior representatives from national regulatory authorities, 
should develop a list of criteria for media service providers established or originating 
outside the EU. This list would assist national agencies when a media provider 
seeks jurisdiction in a Member State or is already subject to the jurisdiction of one, 
especially if it poses a serious public security risk (see also Article 17(1) of EMFA).

The EMFA emphasizes (Section 53) that recognized civil society organizations, 
fact-checking organizations, and other relevant professional groups should have 
the ability to flag issues with VLOP providers regarding media service providers’ 
compliance with self-declaration requirements. To facilitate this, the European 
Commission provides specific guidelines to reduce the risk of misuse of features, 
particularly by media service providers to systematically spread disinformation, 
manipulate information, or interfere, including those controlled by certain third 
countries. The Commission should also ensure that risks to the functioning of the 
internal market for media services are independently and continuously monitored as 
part of efforts to improve the functioning of the internal market for media services 
(Section 74). The so-called monitoring exercise, outlined in Article 26 of EMFA, 
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should produce detailed data and qualitative assessments, including evaluations of 
media market concentration at national and regional levels and of the risks of foreign 
misinformation, manipulation, and interference.2 This exercise should be conducted 
independently by a specialized academic entity in collaboration with researchers 
from the Member States, using key performance indicators and methodological 
safeguards.

The EMFA also sets out specific trust and transparency requirements for media 
service providers within the EU’s internal market. Article 6 mandates that media 
providers must clearly and directly provide current information to their service 
recipients regarding (a) their legal name(s) and contact details, (b) the name(s) of 
their direct or indirect owner(s) with ownership stakes, (c) the name(s) of their 
beneficial owner(s), (d) the total annual public funds allocated for government 
advertising and the total annual advertising revenue received from third-country 
public authorities or entities (see also Article 25). Similar transparency duties apply 
to media service providers operating on VLOPs, regulated by Article 18, which 
requires such platforms inter alia to (i) declare that they are media service providers; 
(ii) confirm their editorial independence from Member States, political parties, third 
countries, and entities controlled or funded by third countries; (iii) verify that they 
are subject to regulatory requirements for exercising editorial responsibility in one or 
more Member States and are supervised by a competent national regulatory authority 
or follow a widely recognized co-regulatory or self-regulatory framework governing 
editorial standards within the relevant media sector in one or more Member States; 
(iv) declare that they do not provide AI-generated content without human review or 
editorial oversight; and (v) disclose their legal name and contact details (see Article 
18(1), EMFA). To improve information sharing with market participants, Article 19 
establishes a “structured dialogue” mechanism involving VLOP providers, media 
service provider representatives, and civil society to oversee self-regulatory tools 
aimed at protecting users from harmful content, disinformation, and FIMI.

3.6. Restrictive measures  
against war propaganda and information manipulations

Since Russia annexed Crimea in 2014, the European Union has imposed various 
restrictive measures (sanctions) in response to Russia’s actions that have destabilized 
Ukraine (see Council Decision 2014a, 2014b, 2014c, Council Regulation 2014a, 
2014b, 2014c). Since the onset of a full-scale war of aggression in February 2022, 
these measures have been significantly expanded and strengthened, including 
2	 The monitoring exercise shall include: (a) a detailed analysis of media markets across all Member 

States, including media concentration levels and FIMI risks; (b) an overview and forward-looking 
assessment of the functioning of the internal market for media services as a whole, including the 
impact of online platforms; (c) an overview of risks to media pluralism and editorial independence; 
(d) an overview of measures taken by media service providers to ensure the independence of editorial 
decisions; and (e) a detailed overview on frameworks and practices for allocating public funds for 
state advertising (Article 26(3), EMFA). Also, the monitoring exercise shall be conducted annually 
and publicly available, including the methodology and data used, and presented to the European 
Parliament (Article 26(4), EMFA).
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measures targeting many media enterprises of Russian origin (see Table 1). 
These restrictions (also known as media bans) involve suspending transmission, 
distribution, and broadcasting by numerous Russian state-owned entities to curb war 
propaganda, media manipulation, and the spread of disinformation targeting EU civil 
society and neighboring countries (see also EU Restrictive Measures 2025). The 
June 2025 sanctions package also introduced measures prohibiting financial support 
for political parties, non-governmental organizations, think tanks, and media outlets 
affiliated with Russia, to address interrelated FIMI channels originating from Russia.

In comparison, while the initial sanctions on the banking sector, energy companies, 
and the defense industry against Russia were imposed by the U.S. and EU in 2014 
and 2015 (Oxenstierna and Olsson 2015), specific media sanctions by the U.S. 
were only introduced in May 2022. One of the main goals of these sanctions was to 
prevent Russia’s state-controlled media from accessing the U.S. advertising space. 

Table 1. List of legal persons, entities, or bodies whose broadcasting license or authorization, 
transmission, and distribution are suspended in the European Union (as of May 2025).  

Source: Article 2f, Annex XV to Council Regulation (EU) No 833/2014  
(Council Regulation 2014c). Authors’ formatting

Russia-sponsored media channels under the EU media sanctions

RT – Russia Today English RT – Russia Today UK

RT – Russia Today Germany RT – Russia Today France

RT – Russia Today Spanish Sputnik

Rossiya RTR / RTR Planeta Rossiya 24 / Russia 24

TV Centre International NTV / NTV Mir

Rossiya 1 REN TV

Pervyi Kanal RT Arabic

Sputnik Arabic RT Balkan

Oriental Review Tsargrad

New Eastern Outlook Katehon

Voice of Europe RIA Novosti

Izvestija Rossiiskaja Gazeta

EADaily / Eurasia Daily Fondsk

Lenta NewsFont

RuBaltic SouthFront

Strategic Culture Foundation Krasnaya Zvezda / Tvzvezda
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Additional sanctions targeting state-funded media and related companies that enable 
such media were introduced in September 2024, following revelations that Russian 
state media had engaged in covert influence activities (e.g., Tenet Media) aimed at 
supporting Russia’s military efforts and influencing U.S. domestic politics, including 
the 2024 presidential election. Furthermore, in response to actions that undermined 
democratic processes in the Republic of Moldova, sanctions were imposed on a 
Russian non-profit organization and its associated individuals (see Table 2).

Table 2. List of entities and bodies whose activities are suspended in the United States of America.
 Sources: U.S. Department of the Treasury (2022), U.S. Department of the Treasury (2024), 

Office of Foreign Assets Control (2024). Compiled by the authors

Russia-sponsored media channels and associated bodies under the U.S. media sanctions

Channel One Russia Autonomous Non-Profit Organization Dialog

Television Station Russia-1 Autonomous Non-Profit Organization Dialog 
Regions

NTV Broadcasting Company Federal State Unitary Enterprise International 
Information Agency Rossiya Segodnya

Joint Stock Company Channel One Russia Autonomous Non-Profit Organization TV 
Novosti

Joint Stock Company NTV Broadcasting 
Company

CJSC Perspective Technologies Agency

Television Station Russia-1 XH Smart Tech China Co Ltd

New Eastern Outlook Limited Liability Company Algorithm

Oriental Review Evrazia 

In addition to legal persons, entities, or bodies whose broadcasting licenses or 
authorizations, transmission, or distribution are suspended in the European Union, 
the Council Decision (2024) concerning restrictive measures in view of Russia’s 
destabilizing activities added several natural persons to the list of EU restrictive 
measures. As a result, the European Union has increasingly taken preventive and 
targeted, legally binding restrictive measures to protect the fundamental rights of 
individuals from externally directed hostile information influence activities, based 
on the experiences from the war in Ukraine.

4. Discussion

Freedom of speech is a fundamental right and holds a special place in relation to 
democracy. As Guiora and Park (2017: 958) state: “liberal, democratic governments 
recognize the freedom of speech.” However, the approach to implementing this 
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freedom varies significantly between European and German law and culture, 
and U.S. law and culture. A key feature of European discourse culture is the 
establishment of moral norms and ethical principles, including those that apply to 
communication; collectively, all speech acts are held accountable to these communal 
standards. Conversely, U.S. democratic culture strongly protects individuals’ rights 
to their speech and the freedom of its content as an “absolute” right. As Nieuwenhuis  
(2000: 195) explains, speech acts that, in Europe, might be considered inciting hatred 
or insulting specific groups ‒ and therefore banned without conflicting with freedom 
of expression ‒ may not have the same grounds under the First Amendment of the 
U.S. Constitution.

The U.S. Constitution guarantees freedom of expression and prohibits Congress 
from restricting the press and individuals’ right to speak (absolutely) freely.  
The relationship among extreme speech acts, tolerance, and free speech is especially 
complex ‒ particularly in the era of social networking sites and social media (Segado-
Boj and Díaz-Campo 2020). As a result, the challenge of drawing the line between 
extreme and free speech arises from legal and cultural differences that shape the 
features of global social networking, social media, and other intermediary services, 
which operate according to local rules and norms. Such “clash of communication 
standards” may also hinder the harmonization of norms for social media and other 
intermediary platforms and has already sparked heated debates between U.S. and EU 
institutions (see Haeck 2025).

Due to the above, the EU’s normative model for protecting the information 
environment from a security perspective has both benefits and shortcomings while 
also facing dilemmas. The spread of terrorism justifies the expansion of the EU 
security agenda into the information domain, addressing online radicalization and 
violent extremist propaganda. Also, intensive information manipulations during the 
COVID-19 pandemic crisis, the spread of war propaganda due to the war in Ukraine, 
and attempts at interfering in democratic elections by malicious foreign actors were 
the key security concerns and “trigger events” that pushed the enhancement of EU 
legislation and measures to  tackle risks from the growing infodemic and global digital 
challenges. Massive misinformation and disinformation lead to public confusion 
and risky behaviors, as highlighted by the World Health Organization during the 
COVID-19 pandemic (see WHO 2021). The development of AI introduces new, 
and currently unknown, opportunities for manipulative and enhanced information 
influence strategies. These include the creation of increasingly convincing avatar 
solutions and deepfakes, as well as the ability to distribute disinformation more 
broadly and with greater targeting. Additionally, vulnerabilities with escalation 
potential exist across interconnected information systems, enabling automated, 
distributed malware solutions to damage targets ‒ just a few examples of potential 
applications. Raising awareness of manipulations spreading in the digital space and 
taking measures to prevent and address them are, therefore, justified, in principle, to 
protect public health and uphold law and order.

There is evidence that autocratic actors use digital technologies to conduct 
large-scale disinformation campaigns that destabilize democratic countries, deepen 
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polarization, and interfere in elections. Thus, alongside protecting public safety, 
safeguarding democratic values and election integrity is a major focus of EU policy 
aimed at strengthening digital regulations within the internal market for security 
reasons. However, this can also infringe upon and restrict some freedom of information 
and expression, raising important questions about the adequacy and proportionality 
of the monitoring and surveillance measures in place. In other words, the debate 
centers on the boundaries between freedom of speech and freedom of information 
as core values of a democratic society, and on the need to ensure the sustainable 
and proper functioning of that democratic order. As this article demonstrates, in the 
European Union, the security (or security-related) agenda has been integrated into 
a risk-based approach within the normative-regulatory framework governing the 
digital and media services sector.

5. Conclusion

The main pillar of the EU model of resilience in an information environment is 
the Charter of Fundamental Rights of the European Union (CFR), which safeguards 
fundamental rights and freedoms as primary-law values. The CFR outlines core 
values protected by EU law, such as the right to data protection, freedom of 
expression and information, non-discrimination, and restrictions on rights and 
freedoms to safeguard others’ rights and freedoms. Article 11 of the CFR, which 
addresses freedom of expression and information, affirms everyone’s right to 
receive and share information and ideas without interference from public authorities, 
regardless of borders. Relevant secondary legislation primarily references the CFR, 
such as the EU data protection regulation, which is centered on the GDPR and forms 
the second pillar of the EU data and privacy protection framework. The GDPR, 
along with other data protection and privacy regulations, requires that personal data 
transferred outside the EU remains protected. Such transfers are permitted only if the 
recipient provides an adequate level of protection or, where appropriate, implements 
safeguards such as binding corporate rules or standard contractual clauses.

The third normative pillar includes measures through internal market regulations, 
specifically DSA and DMA, regulating companies operating in the EU market 
that own and utilize big data, such as media companies, core platform services, 
and intermediary services. More specifically, the DSA requires very large online 
platforms (VLOPs) and very large search engines (VLOSEs) to assess and mitigate 
systemic risks related to their services, such as impacts on civic discourse and public 
security, including foreign interference in elections. The DSA also has a crisis 
response mechanism for serious threats to public safety and health, supported by a 
voluntary DSA Incident Response Framework. Both regulations focus on consumer 
protection, transparent competition, and preventing the rise of monopoly digital 
service providers by attaching additional services to their offerings. Through market 
protection measures, the EU seeks to prevent digital manipulations and the creation 
of digital monopolies.
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The DSA also emphasizes the importance of preventing the spread of 
disinformation. At the same time, content shared by individuals falls outside the 
EU’s regulatory scope ‒ the responsibility for monitoring sharing applies only when 
information is shared automatically, meaning the recipient has not consciously chosen 
to receive it. Personal communication channels, chat groups, and email exchanges 
are not regulated. Large platforms are also responsible for critically assessing and 
mitigating the risk of disinformation spreading, monitoring content, removing 
content that violates fundamental rights, and explaining to users why certain content 
is removed. In cases where there is reason to believe that criminal activity could 
threaten, or has threatened, the life or safety of a person or persons, service providers 
are required to notify the appropriate law enforcement authorities in the country and 
provide the necessary information for investigation and legal proceedings.

Artificial intelligence systems that pose unacceptable risks, such as enabling 
cognitive behavioral manipulation, social scoring, biometric identification, or the 
automatic categorization of people without human oversight, are currently banned 
in the EU. This creates obligations for, especially, providers of VLOPs or VLOSEs 
to identify and reduce systemic risks from the spread of artificially generated or 
manipulated content. These risks include potential negative effects on democratic 
processes, civic discourse, and electoral processes, as well as the spread of 
disinformation. The risk to public security posed by media services outside the EU, 
as outlined by the EMFA, may involve inciting terrorism or running systematic 
international campaigns of foreign information manipulation and interference (FIMI) 
aimed at destabilizing the EU or individual Member States. In this context, as EMFA 
highlights, it is essential to coordinate national measures to handle security threats 
posed by media services, whether located outside the EU or targeting audiences 
within it. These security risks should be evaluated both at the EU and national levels, 
including the manner in which the media service is shared or received within EU 
jurisdiction. The fourth key area for protecting the information environment includes 
EU sanctions targeting legal persons, entities, or bodies whose broadcasting licenses, 
permissions, transmissions, or distributions have been suspended in the EU.
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